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Kaspersky 
Industrial 
CyberSecurity

ics.kaspersky.com

https://www.kaspersky.com/enterprise-security/industrial-cybersecurity


Industrial Enterprise

Network 
traffic analysis, 
detection and 

response

Endpoint 
protection, 

detection and 
response

Native OT XDR



Rich functionality 
addressing various safety, 
security, management and 
maintenance challenges.

Endpoint 
Protection

Endpoint 
Detection 
and Response

Portable 
Scanner

Security Audit

Advanced Asset 
Management

Extended 
Detection and 
Response

XDR capabilities

Asset 
Management

Threat and 
Anomaly 
Detection

Kaspersky 
Ecosystem 
and Integrations



Kaspersky OT 
CyberSecurity

kaspersky.com/enterprise-security/industrial-solution

https://www.kaspersky.com/enterprise-security/industrial-solution


IT – OT Convergence

Expertise Knowledge

Native XDR



https://www.kaspersky.com/go/industrialcyberresilience





IEC 62443-3-3 SR 1.1*; SR 1.2; SR 1.3*; SR 7.8^

IEC 62443-3-2 ZCR 1.1; ZCR 2.2

NIS2 Article 21: p. 2 (d, g, I), p. 3

NIST SP 800-82r3 6.1.1: Asset Management

GB/T 44462.1 7.3.5.5.2: Asset Management



IEC 62443-3-3 ZCR: 3.(All); 5.1^; 5.2^; 5.3; 5.4; 
5.5; 5.8; 5.10; 5.12^; 5.13^ 

NIS2 Article 21: p. 2 (a, f); 22: p. 1

NIST SP 800-82r3 3.3.6; 6.1.3

GB/T 44462.1 7.3.5.2 Security management



IEC 62443-3-3 SR: 1.6; 2.1; 2.3; 2.4; 2.5; 2.8; 
3.2; 4.1*; 7.2^; 7.7

NIS2 Article 21: p. 2 (d, e, j); 25: p. 1

GB/T 44462.1 7.3.1.1 ICS host security



IEC 62443-3-3 SR: 1.11; 2.2; 2.10; 2.21; 3.1^; 
3.5^; 3.8; 5.3

GB/T 44462.1 7.3.3.2 Border Security

NIS2 Article 21: p. 2 (b, c, d, e); 23 p. 4

NIST SP 800-82r3 4.1: OT Risk Management



IEC 62443-3-3 SR: 1.5; 1.7; 2.9; 2.11; 3.4; 3.7; 
3.9; 6.1; 7.6^

GB/T 44462.1 7.3.2.3; 7.3.4.2

NIS2 Article 20 p.1; 21 p.2 (d, e, f, i)

NIST SP 800-82r3 3.3.1: Establish OT sec. Govern.



IEC 62443-3-3 SR: 1.11; 1.13; 3.6; 5.1^; 5.2^

GB/T 44462.1 7.3.3.1 - Architectural security

NIS2 Article 21: p. 2 (h, I, j)

NIST SP 800-82r3 4.1 – OT risk management



Monitor: mature sec. operations

IEC 62443-3-3 SR 3.3; SR 6.2^

GB/T 44462.1 7.3.5.5. Operations management

NIS2 Article: 21 p. 2 (b, c); 23 p. 4

NIST SP 800-82r3 3.3.8: Develop an IR Capability



IEC 62443-3-3 SR 7.1; SR 7.4; SR 7.5

GB/T 44462.1 7.3.5 Security management

NIS2 Article 21: p. 2 (b, c, g)

NIST SP 800-82r3 3.3.2; 3.3.5; 4.3.5



Secure external 
access

Work efficiency

Attack surface 
reduction

IT | OT 
convergence

Compliance



Kaspersky OT 
CyberSecurity











Decisive factors for selection:

• Local partner presence

• Full compatibility with existing 
IT infrastructure

Implemented KICS for Nodes and 
KICS for Networks, planning to  
deploy our KUMA platform SIEM

• Vulnerability assessment of their 
industrial networks to identify 
weaknesses and areas for 
improved security

• Simulated industry-specific attack 
vectors to uncover ulnerabilities, 
malicious activities and anomalies

More than 150 servers and 
workstations of the Grid Company 
Group’s process loop are protected 
using KICS for Nodes, and monitoring of 
key segments of the technological 
network is ensured by 10 KICS for 
Network servers

Implemented Kaspersky Industrial 
CyberSecurity to protect 
the infrastructure at all levels , 
from SCADA servers and operator 
workstations to programmable logic 
controllers (PLCs) and network 
equipment

turnover substations 
earmarked for KICS 
implementation

Installed capacity of Singapore’s  total 
electricity generation

households
served

consumersoutputsubstations

https://www.kaspersky.com/enterprise-security/contact
https://content.kaspersky-labs.com/se/media/en/business-security/enterprise/pacificlight-case-study.pdf
https://content.kaspersky-labs.com/se/media/en/business-security/case-studies/kaspersky-industrial-cybersecurity-marketing-case-study-grid-company.pdf
https://www.youtube.com/watch?v=oaUUc1do1Xg


Kaspersky OT 
CyberSecurity



Experience in 
Oil and Gas 
industry



Experience in 
Oil and Gas 
industry

Downstream

Control

Operation

Midstream

Upstream
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•
•

•

•

https://content.kaspersky-labs.com/se/media/ru/business-security/enterprise/anpz-case-study.pdf
https://media.kaspersky.com/ru/business-security/kaspersky-industrial-case-study-sia-vars.pdf
https://content.kaspersky-labs.com/se/media/ru/business-security/enterprise/tatneft-case-study.pdf
https://www.youtube.com/watch?v=4pq4iIbT3_A


Partner you can trust

28 years of world-
class experience 
and petabytes of 
threat-related data

Proven efficacy 
and compliance 
with regulations 
and standards

Awarded 
leader in IT/OT 
cybersecurity

Compatibility with 
240 automation 
systems is certified 
by 70 vendors

Own international 
ICS CERT –
center of ICS 
and IoT expertise

https://www.kaspersky.com/enterprise-security/contact

